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Abstract
This paper examines the impacts and challenges of information and communication technology in
diverse aspects of commerce, banking and business activities in Nigeria. Against the background of
international standards, the paper discusses emerging legal responses aimed at safeguarding the
security and integrity of online transactions, and promoting certainty in the outcomes of dealings
carried out through the medium. The paper concludes that while ongoing legislative interventions are
desirable, the highly fragmented nature of emerging ICT laws and multi-layer regulatory institutions
will unnecessarily complicate the legal and institutional landscape, and defeat the purpose of
certainty and simplicity.
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1.0. Introduction
Despite a rather late start, available statistics indicate that information and communication
technology (ICT) is rapidly gaining ground in Nigeria. Due to its many possibilities, ICTs constitute
veritable tools for socio-economic development, which makes the legal and regulatory environment
for their application in developing countries critical. Among other impacts, ICTs have brought about
significant changes in business practices with respect to banking transactions and, to some extent, the
buying and selling of goods and services, through the possibilities of the medium to promote trade
and commerce through wider access to prospective customers from anywhere on the globe for
products and services. ICTs have thus transformed the business world, including the banking, trading
and entertainment sectors, making the sectors more efficient and less limited by the barriers of time,
distance and costs.ICTs also have the potential to contribute to poverty alleviation through websites
promoting local products in international markets, and facilitating access to market information for
competitive prices for locally produced crafts, clothing and farm produce.1 The technology further
offers an opportunity for the exploitation of foreign markets for cultural products, a market which
continues to expand in line with increases in the African Diaspora eager for means to access local
food, clothes, music, films and other aspects of their cultural identity and heritage.
On the negative side however, the technology has been accompanied by the emergence of new
dimensions of crimes by those who, rather than exploiting the opportunities presented by ICT in
legitimate ways for positive activities, rather do so for dubious or out rightly fraudulent acts. Thus,
cyber crimes like child pornography, fraudulent electronic fund transfers, and unauthorised access to
computer systems have become widespread. Tackling the problem of cyber crime and the attendant
image nightmare to Nigeria poses legal and policy challenges, which result in efforts to stretch the
laws in a bid to accommodate the new challenges.
The fact however, is that there is a limit to which laws, which were promulgated in a different
technological and socio-economic context, can adequately cater for the new technological realities
presented by ICTs. It thus becomes necessary for legal rules to be developed to tackle the issues and
challenges brought about by ICTs, in order to promote public confidence, maximise the benefits of
the technology and encourage wider acceptance and use by individuals as well as private and public
organisations. This paper examines diverse aspects of commerce, banking and business generally,
which have been impacted by ICTs, and against the background of international standards, discusses
emerging legal responses under Nigerian law.
1.2. Operational Definition of ICT and an Overview of Internet Use in Nigeria
The term “information and communication technology” (ICT), describes the integration of
two previously existing disciplines: computing and telecommunications.2 ICT therefore refers to the
convergence of audio-visual and telephone networks with computer networks, and the technology
encompasses a wide range of activities, ranging from office data processing to remote control and
monitoring of manufacturing robots.3 It also covers the cabling infrastructure e.g. fibre optic cables,
which carry voice, data and video communications.4 A major offshoot of the convergence of
information and communication technology is the emergence of the internet, which is a content
distribution network comprising of a global system of interconnected computer networks through
which data is interchanged. The technology consists of millions of private and public academic,
business and government networks of both local and global scope which facilitates the dissemination
and exchange of information, and makes diverse other forms of non-physical interaction the new
reality.
From modest beginnings in the 1990s, internet penetration and use have continued to grow in
Nigeria, 5 and apart from its impact in the banking and commercial sectors,6 has become very popular
as a means of communication, through the electronic mail system, as well as a means of accessing
news and information generally. Also, in the health sector, it has impacted diverse aspects of medical
care, including the provision of medical information, diagnosis and treatment as well as the training
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of medical personnel.7 Despite its positive aspects, ICT however, poses challenges for legal
regulation in several important respects.
2.1. ICT and the Menace of Cyber Crime in Nigeria
As ICT access and use began to grow, so also did the menace of cyber crime. Cyber crime
consists of a variety of criminal acts perpetrated through the Internet, and includes e-mail scams,
child pornography, hacking, theft of data, identity theft, extortion and a wide array of other nefarious
activities. Other ICT–related crimes include the counterfeit cashier's cheque scheme, which relies on
the issuance of fraudulent cheques, and targets individuals that use Internet advertisements to sell
merchandise. Another is the advance fee fraud, also known as the “419 scam”, after the section of the
Nigerian Criminal Code dealing with the crime of obtaining property by false pretences. 8 The 419
scam combines impersonation fraud with a variation of an advance fee scheme, and relies on letters,
emails, or faxes to potential victims from individuals representing themselves as government
officials, offering the recipient the "opportunity" to share in a percentage of millions of dollars, while
soliciting for help in placing large sums of money in overseas bank accounts. 9
The problem of cybercrime is a global one whose extent, magnitude and impact reverberate
throughout various walks of life, leaving hitherto unimaginable damage in its wake. 10 Popularly
referred to as the “yahoo yahoo syndrome” in Nigeria, these fraudulent activities are carried on by a
recalcitrant few, but the impact is far reaching due to the world wide reach of the Internet.
Cybercrime is not only an embarrassment, it also has negative implications for the positive
deployment of ICT for socio-economic growth and development.
With a view to dealing with some of the problems occasioned by cybercrime, the Nigerian
government has deployed some legal and enforcement tools, including the enlistment of the
Economic and Financial Crimes Commission (EFCC)11, the Nigerian Police Force, and other crime
fighting bodies to tackle the problem. Unfortunately however, initial attempts to deal with the
problem did not utilise a refined and technology savvy approach to detect and arrest perpetrators.
Rather, law enforcement officers largely descended on cyber cafes, carrying out frequent raids,
arrests, ban of overnight browsing and other activities. However, resort to cyber cafes for internet
access has waned considerably, with more possibilities to access the internet through mobile phones
and personal computers. This may be attributed to the deregulation of the telecommunications sector,
which has afforded the public the benefit of competitive internet access options by
telecommunications companies, thus making private internet more accessible and affordable.This
modification in the location of use from cyber cafes to private offices and homes means that physical
raids of cyber cafes and other public venues for internet access can no longer constitute a valid
approach to tackling online criminal activities. Rather, use of technological means and seeking of
relevant information from, and collaboration with Internet Service Providers (ISPS) have become
inevitable. This on its part raises the need for proper training and adequate deployment of specialised
police and other enforcement authorities.12 Additionally, there is the issue of the security of stored
customer data, which has been a concern in many developed countries, where servers holding
millions of customer data have been hacked, and storage media such as compact discs holding data
on millions of customers have been carelessly misplaced or lost in the post.13
Beyond these however, more effort should be made to refocus on the promotion of positive uses
of ICT. In this regard, it is encouraging that Microsoft has partnered with an NGO (Paradigm
Initiative Nigeria (PIN)) to tackle cyber crime through its Internet Safety, Security and Privacy
Initiative for Nigeria (ISSPIN). 14 The programme essentially focuses on redirecting the energy of
young Nigerians away from cyber crime and towards positive utilisation of cyber space for
legitimate purposes.15 Microsoft also aims at addressing the need for adequate training in information
technology among young Nigerians by distributing free compact discs containing Microsoft’s Digital
Literacy Curriculum.16 There is also the practical aspect of empowerment through training
programmes designed to arm youths with marketable skills for legitimate business activities in the
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online environment. As awareness continues to rise about the potentials of the technology, there is a
corresponding need for the creation of local content online, establishment of websites for businesses,
as well as online advertisements and marketing. Expertise and skills in these areas are therefore
increasingly becoming more valuable, and a legal framework that deals with protection of creativity,
prevention of misrepresentations and fraudulent acts become relevant. Hopefully, skill acquisition in
these areas will not only reduce the tendency towards commission of cyber crimes, but also
contribute to a reduction in the number of the unemployed in the country.
2.2. E-Contracts, E-Commerce and E-Banking
The ICT revolution also presents possibilities for the carrying on of commercial transactions,
including buying and selling of goods and services, promotion of businesses and other related
activities online. The new issues arising in this regard cut across the formation and validity of
contracts, where questions may be raised about whether, for contracts which are in writing, e-mails
and other means of electronic communication satisfy the requirements of writing and signing. Thus,
the validity of ICT-related commercial transactions, their admissibility in evidence and options for
dealing with conflict of laws issues arising where, as is often the case, these transactions are carried
out between persons who are connected to different countries have been severally identified as some
of the challenges posed by ICT.17
With regard to the buying and selling of goods, the law sets out the obligations of sellers and
buyers in such contracts.18 However, these legal provisions inadequately address concerns arising in
the online environment. For example, under the law, the place of delivery of goods is deemed to be
the seller’s place of business.19 However, in the case of e-commerce, the existence of a physical
place of business cannot be assumed. Furthermore, even where such exists, it can no longer be
presumed to be the place of delivery. Thus, there is a need for legislation which addresses concerns
of buyers and consumers generally by specifying obligations of sellers in e-commerce, including the
indication of a geographical address of the seller’s place of business where complaints may be
addressed, and terms of exercise of withdrawal options.20 This is to preserve the buyer’s right of
examining the goods, and the presumption against acceptance of goods until the opportunity to
examine has been given. 21 Other consumer protection provisions which ought to be put in place
include disclosure of the full identity of the seller and cost of delivery. Options for achieving these
objectives include the promulgation of a new law or the amendment of existing laws, such as the sale
of goods law and the consumer protection law.22
On its part, in the banking sector, the replacement of the age-old ledger system with computers
linked to internet facilities has brought about a revolution in the sector. Online/e-banking allows
customers to carry out a wide variety of banking and other financial activities online, through a
website operated by the bank. A major benefit of internet banking is the ease and convenience of
managing one’s finances from a place and time of one’s choosing. Thus, financial transactions
including checking of account balance, monitoring transactions, payment of utility bills, transfer of
funds and monitoring, confirmation and stoppage of cheques can be conveniently carried out from
any location. A related development is the use of electronic devices such as magnetically encoded
plastic cards that permit customers to make cash withdrawals and pay for transactions without
visiting banking halls, through ATMs (Automated Teller Machines), POS (Point of Sale) and other
online channels. The possibilities provided by e-banking, which reduces the need to carry cash on
personal and business trips, while also affording ready 24-hour access and convenience for users
represents one of the most obvious and potent impacts of ICT in Nigeria.23
However, despite the progress in the sector, there are certain challenges which need to be
addressed to facilitate the carrying on of e-commerce and other on-line activities. In particular, the
availability of effective payment mechanisms which enjoy acceptance in international circles to
support cross-border online transactions need to be strengthened. This is mainly through addressing
the negative perception of Nigeria as a haven where cybercrime thrives, and which is therefore a
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risky country to carry out online commercial and financial transactions in. At the heart of this
challenge is the need for suitable legal and regulatory framework to address the emergence of ebanking. This is with a view to promoting public trust and confidence in e-banking by providing
mechanisms which effectively protect customers from the risk of hackers, fraudsters and other
criminal acts in the online environment.
At present, there is a lacuna in the main Nigerian legislation regulating the banking sector, as
this does not deal with e-banking.24 Similarly, neither the Nigerian Criminal Code nor the common
law principles which regulate the banker/customer relationship adequately address the problem of
cyber crime and other critical issues arising in e-banking. There is therefore a need for legislation to
tackle diverse issues such as responsibility for authentication and security, and the allocation of risks
for losses arising from the carrying out of unauthorised transactions in e-banking, protection of
personal information, jurisdictional issues, admissibility of electronic transactions in evidence and
other issues peculiar to the ICT environment. Although to some extent, part of the issues are
addressed by the Central Bank of Nigeria (CBN)’s Regulations on Electronic Banking, which deals
with licensing, supervision and other regulatory roles of the CBN, the Regulations specifically note
the absence of laws dealing with e-banking in Nigeria.25
A recent example of legal uncertainty regarding the admissibility of computer generated bank
statement may be seen in the case of Federal Republic of Nigeria V. Femi Fani Kayode.26 There, the
trial judge had held that the computer generated statement of account of the accused person, Chief
Fani-Kayode was inadmissible in evidence, for failure to comply with the provisions of Section 97 of
the Evidence Act.27 The ruling was however, reversed by the Court of Appeal, which held that the
computer print out of the statements of transactions was admissible.28
2.3. Trade Marks, Domain Names and Cyber Squatting
Another area of impact of ICT in Nigeria is the intersection between domain names, which
are the titles with which websites are identified and located, and trade mark law. A domain name is
the internet equivalent of an online telephone directory,29 and comprises different elements. These
elements include a Top Level Domain (TLD), which appears as a suffix to the name of the site, 30
and Second Level Domains (SLD), which usually include or even mirror the trademark or business
name of the registrant, thus facilitating the functioning of domain names as business identifiers in a
manner similar to trademarks.31 Domain names therefore, adequately identify the user, and enable
consumers to perceive the requisite nexus between the enterprise and the site. The use of such
trademarks as SLDs for entities other than the trade mark owner may therefore result in free riding
and other forms of unfair competition, thus giving rise to the need for protection of trademarks in the
ICT environment.32
Beyond free riding, such use may also border on public deception and fraud, as may be seen in
the WIPO arbitration case of Shell International Petroleum Co. v Allen Jones.33 Here, the domain
name www.shell-nigeria.com was falsely registered in respect of a website. The false site copied
information from the website of the well known Shell Oil Company and was sufficiently similar to
the legitimate Shell Company’s website as to be likely to cause confusion. Likewise, the domain
name was deceptively similar to the legitimate www.shellnigeria.com. The WIPO panel had no
difficulty deciding that the registered domain www.shell-nigeria.com infringed the trade name of the
genuine Shell Company.
Even the educational sector is not immune from this misuse. A case in point is that of a
fraudulent website purporting to be the web site of the University of Nigeria, Nsukka, falsely inviting
applications into fake degrees with prospects of scholarships, and unlawfully soliciting for payments
to secure admission into the University. The website used was www.universityofnigeria.com, while
the genuine web address of the university is www.unn.edu.ng. A public disclaimer had to be issued
to warn the public of the fraud. 34 A related issue is the problem of cyber squatting, whereby domain
name speculators, in bad faith, intentionally register domain names corresponding to famous
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personalities, trademarks or other identifiers, with a view to selling them off at a profit to the person
or company with legitimate claim to the name at a later date.
These issues give rise to a need for law reform to protect the rights of trade marks and business
name owners from unauthorised use of the name or mark as a domain name, and to prohibit cyber
squatting.35 This is imperative given the increasingly popular practice of creating web sites for
individuals, businesses and government agencies and departments, and the need to protect
unsuspecting members of the public from the fraudulent antics of tricksters. Additionally, the
establishment of a registration authority within the country for the assignment and management of
domain names within the country code top-level domain, and rules for dispute resolution, revocation,
assignment and other issues need to be promptly addressed.
3.0. International Legal Responses
In view of the increasing number of transactions in international trade which are carried out
through electronic means, coupled with the borderless nature of electronic transactions, it has since
been recognised that there is a need for some level of uniformity and harmonisation of legal norms
which respond to the new technology. In this regard, international bodies like the International
Telecommunications Union (ITU) and the United Nations Commission on International Trade Law
(UNCITRAL) responded to some of the issues through the putting in place of model laws and
Declarations which deal with different aspects of the challenges for legal regulation.
One of the notable responses is the adoption, in 1996, of the UNCITRAL Model Law on
Electronic Commerce.36 The Model Law sets out rules which aim at facilitating the use of electronic
means of communication and storage of information as an alternative to paper-based methods of
communication and storage of information. To this end, the Model Law provides for the legal
recognition of data messages, which are also, in the absence of a contrary agreement, deemed to
fulfil the requirements of writing, signature and original documents.37 With regard to the formation
of contracts in the electronic environment, the Model Law specifically provides that valid offers and
acceptances can take place through data messages.38 Admissibility in evidence and evidential weight
of data messages are also guaranteed under the provisions. 39
Also, in 2001, the UNCITRAL Model Law on Electronic Signatures (MLES) was adopted to
build on the principles underlying the adoption of the Model Law on E-Commerce with respect to
the fulfilment of the signature function in the electronic environment. 40 The underlying objective of
the MLES, as may be deduced from the provisions, is the creation of functional legal equivalence
between traditional means of signing or authenticating documents and electronic techniques. In
furtherance of this objective, the MLES provides for equal treatment of signature technologies,
regardless of the geographical location where such was issued, provided such signature is as reliable
as appropriate for the data generated or communicated.41 To ensure integrity, the MLES imposes
duties on signatories, 42 certification authorities,43 and relying parties, 44 with a view to striking the
right balance among participants and ensuring the integrity of e-transactions. 45
Another international organisation which has contributed to the ICT discourse, notably from a
development perspective, is the International Telecommunications Union. It has done this especially
through the fora of the two World Summits on the Information Society (WSIS) which took place in
2003 and 2005.46 The 2003 summit facilitated the adoption of a Declaration titled “Building the
Information Society: A Global Challenge in the New Millennium”. 47 The Declaration emphasised
the need to build a people-centred, inclusive and development-oriented Information Society, which
facilitates the use of ICT to promote the development goals of the Millennium Declaration, including
the eradication of poverty.48 On its part, the 2005 Tunis Agenda focused on the importance of
internet governance, cyber security- related issues such as privacy and data protection,49 cyber
crime,50 consumer protection, 51 and ICT for e-governance.52
3.2. Existing and Emerging Legal, Policy and Institutional Responses to ICT in Nigeria
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At present, Nigeria is in the process of updating its laws with a view to responding to the
challenges of ICT both generally, and in the particular context of commerce and business.
Government has also put in place a policy on information technology, while setting up a regulatory
body to deal with ICT-related issues.
3.2.a. National Policy on Information Technology and NITDA
In 2001, the government put in place a National Policy on Information Technology. The
policy targets the effective utilisation of information technology for the promotion of efficient
national development, including for wealth creation and the encouragement of participation by
Nigerians in software and IT development.53 Responsibility for the implementation of the policy lies
with the National Information Technology Development Agency (NITDA), whose main mandate is
that of addressing the challenges and harnessing the opportunities presented by ICT. 54 To this end,
Section 6 of the NITDA Act provides for the creation of a frame work for the planning, research,
development, standardisation, application, coordination, monitoring, evaluation and regulation of IT
practices, activities and systems in Nigeria. This extends also, to the provision of universal access for
IT penetration including rural, urban and underserved areas.55
However, the effective implementation of NITDA’s mandate is conditional on government’s
ability to address one of the major challenges to universal access, i.e. stabilising and upgrading the
power sector to ensure uninterrupted electricity supply. In the absence of this, reliance will continue
to be placed on private sources of electricity, and the attendant high cost will further push up the cost
of telecommunication services, thus making the goal of universal access a mirage.
Another mandate of NITDA is to consult with, and advice government at all levels on the need
to have strategies in place for adoption and use of IT to enhance service delivery to the citizenry, as
well as to businesses in the country. ICT is of particular importance in promoting efficient and
accelerated service delivery for the enhancement of business and technological development,
including foreign investment. Its use in land registries, Trademarks, Patents and Designs
Registry,and Corporate Affairs Commission can facilitate registration, submission of statutory
reports and online inspection and monitoring of compliance with regulations in convenient, timely,
efficient and cost effective manner. Also, the putting in place of functional web sites with up-to-date
information can facilitate access to business and regulatory information within and outside the
country, while also promoting good governance and accountability.
The carrying out of this mandate does not however, appear to enjoy the desired degree of
attention and success, in view of the fact that, with the exception of companies and business names
registry which has been computerised, most other services still require physical presence and
submission of paper documents. Even at the companies’ registry, equipment has been known to
breakdown, thus causing unnecessary delay, and threatening certainty and predictability in
interactions with the registry. Ten years after the adoption of Nigeria’s IT policy, there is a need for
better commitment towards actualising the ideals of the policy in all its ramifications, to promote
efficiency and convenience in government service delivery.56
3.2.b. The Cyber Security and Data Protection Agency Bill
At present, a Cyber Security and Data Protection Agency Bill is awaiting promulgation into
57
law. The Bill proposes the establishment of a body to be known as the Cyber Security and
Information Protection Agency, to be charged with the duties of investigation of all cyber crimes,
adoption of measures to eradicate the commission of cyber crimes, registration and regulation of
service providers in Nigeria, and organisation of campaigns and other activities to create public
awareness on the nature and forms of cyber crimes.58
Beyond these, the Bill also contains a number of provisions criminalising unlawful access to
computers, unauthorised disclosure of access information or passwords, sending of fraudulent
electronic mail messages and spamming, system interference and other forms of computer fraud and
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data forgery. Subsumed within this body of provisions is a single clause criminalising the use of
computers to violate any intellectual property rights protected under any law or treaty applicable in
Nigeria, and making such punishable upon conviction, by payment of a fine of not less than one
million naira or imprisonment for a term of not less than five years or to both such fine and
imprisonment.59 Similarly, any person who, on the Internet, intentionally takes or makes use of a
name, business name, trademark, domain name, or other word or phrase registered, owned or in use
by any individual, body corporate or government agency without authority or right, or for the
purpose of interfering with their use on the Internet by the owner, registrant or legitimate prior user,
commits an offence, punishable on conviction by payment of a fine and/or term of imprisonment.60
The Bill is a welcome initiative which addresses some of the issues relevant to legal protection
of intellectual property in the ICT environment. However, the criminalisation of such acts may not
be sufficient to provide succour to right holders, who may be more interested in civil remedies which
afford the opportunity of pecuniary relief and compensation to the wronged party.
3.2.c. The Nigerian Communications Commission’s Guidelines for the Provision of Internet
Service
One of the agencies whose work is related to ICT in Nigeria is the Nigerian Communications
Commission, established under the Nigerian Communications Act, and charged with the
responsibility of regulation of the communications sector in Nigeria, with a view to the provision of
efficient and qualitative telecommunications services in the country. 61 In furtherance of its mandate,
the Commission has put in place Guidelines for the Provision of Internet Service, 62 which apply to
all Internet Service Providers (ISPs), i.e. providers of Internet access services or any other Internet
Protocol based telecommunication services.63
Very relevantly, the Guidelines require ISPs to ensure that users are informed of any statements
of cyber crime prevention or acceptable Internet use published by the Commission or any other
authority, and that failure to comply with these acceptable use requirements may lead to criminal
prosecution.64 This is a very important provision which is capable of raising awareness about
acceptable uses of the internet. ISPs are further required to cooperate with enforcement and
regulatory agencies investigating cyber crime or other illegal activity, and must provide any service
related information requested by the Commission or any other legal authority.65 These include
information regarding particular users and the content of their communications, while also contacting
the Commission, in the event they become aware of any complaint or activity indicating Internet use
for the commission of an offence.66 While of vital importance, the possibility of encroachment on the
fundamental right to privacy necessitates the putting in place of laws, rather than mere guidelines,
which strike the right balance between law enforcement and protection of human rights.
3.2.d. The Prohibition of Electronic-Fraud Bill67
This Bill targets the prohibition of unauthorised access to computers, electronic manipulation
of credit or ATM cards, trafficking in passwords and other forms of fraud in electronic transactions
in Nigeria, including with regard to e-banking.68 It provides for the registration of cyber cafes and
requires them to maintain a register of users which shall be made available to law enforcement
personnel whenever needed.69 The Bill further prohibits the commission of crimes of unauthorised
access;70 computer manipulation;71 sending of obscene or pornographic electronic messages;72
sending of misleading electronic instructions regarding money or promissory notes and other forms
of manipulation or falsification of e-data.73 Financial institutions and their employees are criminally
liable if they directly or indirectly engage in, or authorise the unlawful diversion of electronic mails,
and they are also required to render monthly reports of attempted electronic fraud to the appropriate
security agencies.74 Furthermore, computer phishing, spamming, use of credit or debit cards and
other access devices to defraud, as well as the manipulation of an ATM machine or Point of Sales
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terminals with intent to defraud are all prohibited acts which are punishable by imprisonment terms
and/or payment of fines.75
Beyond the above provisions however, legislative provisions needed to respond to the
emergence of e-banking include that which covers liability and risk allocation between financial
institutions and consumers, in the event of fraudulent withdrawals and transfers, particularly where
the perpetrator cannot be traced. Thus, the responsibilities and liabilities concerning the degree of
care in using ATMs and other forms of e-payment and e-banking services need to be clarified, and
effective, accessible institutional mechanisms for responding to customer grievances need to be put
in place, with back up reporting systems. All these are required to promote confidence in e-banking.
3.2.e. The Electronic Commerce (Provision of Legal Recognition) Bill
The Electronic Commerce (Provision of Legal Recognition) Bill of 2008 incorporates some
of the provisions of the UNCITRAL Model Law on E-Commerce and E- Signatures. The Bill
provides for the legal recognition of electronic commercial transactions where parties have, either
expressly or by conduct, accepted to contract through electronic means.76 Where there is such
consent, the Bill provides that in the formation of contracts, the communication, acceptance and
revocation of proposals may be expressed by electronic messages. 77 It also provides that the
requirements of writing, signature and affixation of seals are deemed to be complied with when done
electronically. 78
This is a laudable provision which gives legal backing to the use of ICT for commercial
transactions. However, to further adapt the law to the level of awareness and development in Nigeria,
there is need to include adequate provisions on consumer protection, particularly in business to
consumer transactions and even in business to business contracts as well. Thus, requirements
concerning the disclosure of the physical address of the seller of goods, where complaints may be
addressed, and the mechanisms for addressing grievances relating to non-performance, defective
performance and other customer complaints need to be put in place. Where possible, a
verifying/certification body also needs to be set up to protect ensure consumer protection is
safeguarded from the possibilities of non-existent sellers with no physical existence beyond the
online address or website.
3.2.f. The Electronic Communications and Transactions Bill
The Electronic Communications and Transactions Bill,79 aims broadly at promoting the use
of ICT for business, governance, and other activities.80 To this end, the Bill contains a number of
provisions aimed at the elimination of legal and operational barriers to e-transactions, including the
admissibility and evidential weight of data messages; 81 promoting e-government services;82
consumer protection, including in sale of goods transactions; 83 limitation of the liability of service
providers;84 and generally ensuring that e-transactions in Nigeria conform to international best
practices by the development of a safe, effective and secure environment for all stakeholders
including businesses, consumers and government.
4.0. Conclusion and Recommendations
This paper has examined some of the legal issues raised by the impact of ICT in commercial
sectors in Nigeria. It has identified areas of impact in banking and business, domain name and
trademarks, and the emergence of new crimes and metamorphosis of old crimes into new forms.
Ongoing efforts by Nigeria to respond to some of these new legal issues have also been examined,
and are largely commendable. This is because the full benefits of the ICT revolution cannot be fully
enjoyed where there is no confidence in the validity, security and integrity of the medium, and
transactions carried out thereon. A major way of achieving this is through up-to-date laws, to
provide for certainty in the outcome of transactions carried out utilising this medium. In this regard,
the unduly slow pace of legislation is regrettable, as these bills are yet to see the light of day several
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years after their initial introduction and consideration by the National Assembly. One hopes that
efforts will be made to address this delay, with a view to ensuring that laws are in place to deal with
the different issues raised by ICTs in the commercial and other sectors.
While hoping for speedy promulgation however, it must be noted that the potpourri of upcoming
laws still leaves untouched certain vital concerns, including the protection of public interest
particularly as regards the safeguarding of constitutional rights to privacy. Also, the objective of
simplicity and legal certainty may be defeated where there is a complex array of laws dealing with
different aspects of the same issue. Thus, it is necessary to streamline and harmonise some of these
evolving laws. In this regard, lessons may be learned from other jurisdictions which seem to favour a
more unified and holistic legislative approach. Examples on the continent include South Africa,
Zambia and Ghana, which all have in place legislation dealing holistically with diverse aspects of
electronic transactions, quite unlike the highly fragmented emerging ICT laws in Nigeria. 85
Also, with regard to administration and enforcement, the proposed creation of the Cyber
Security and Data Protection Agency would further add yet another layer to the regulatory
environment, where the the Nigerian Communications Commission, the National Information
Technology Development Agency and the Economic & Financial Crimes Commission are already
key operators. The question is whether there is need for such duplication, and whether government’s
scarce resources might not be better off being deployed to strengthen and train operators within the
existing institutions. This is especially so, given the fact that there will be considerable overlapping
between the functions of the agencies, which might further complicate the legal and institutional
landscape.
Ultimately however, beyond the mere promulgation of laws, it is the actual implementation of
the laws that will help to ensure the achievement of the desired results of protection, safety and
integrity in ICT-related transactions. Thus, institutions need to be strengthened to become more
proactive, while public awareness needs to be stepped up, with a view to seeing Nigeria and the
continent on the path of socio-economic development and growth, riding on the wheels of new
opportunities presented by the ICT revolution.
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